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SC visits RC's Web site 



RC's Web server communicates data to 
be signed to SC's Web browser 
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Data to be signed forwarded to SC's 
smartcard subsystem and signed 
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Digitally signed data returned to SC's 
Web browser 
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SC creates and transmits to warranty 
request message to IP's TC 
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IP's TC forwards warranty request 
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IP's Wl\ 
checks if 
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warranty cap 
io be exceeded. 
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IP's WM N 
performs 
other checks or 
risk 
management 
analysis 



Pass 
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Fail 



IP's WM denies warranty request and 
transmits reject message to IP's TC 



IP's TC signs reject message and 
forwards it to SC 
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FIG- 3 (cont'd) 
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IP's WM logs terms of the requested 
warranty and transmits a proposed 
warranty message to IP's TC 
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IP's TC digitally signs the proposed 
warranty message and forwards it 
to Root's TC 
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Roofs TC forward proposed warranty 
message to Root's WM 
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FIG. 3 (cont'd) 
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toot's WM 
'checks whether N 
request warranty 
will cause any 
established 
warranty 
cap to be 
v exceedec 



Yes 



No 




Roofs WM logs terms of proposed 
warranty, generates warranty ID, / 
and updates IP warranty cap utilization 






Root's WM generates a warranty / 
confirmation message and transmits it to 
Roofs TC 
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Root's TC digitally signs a warranty 
confirmation message and transmits it to 
IP's TC 




\r 


IP's TC forwards warranty confirmation 
message to IP's WM 
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IP's WM logs warranty confirmation 
message and updates IP's warranty 
cap utilization 
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Roofs WM generates reject 
message and forwards it to 
Roofs TC 
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Root's TC digitally signs reject 
message and forwards it to 
IP's TC 
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IP's TC forwards reject 
message to IP's WM 
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IP's TC generates reject 
message and transmits it to 
SC 
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IP's WM generates a warranty authorized f 
and issued message and sends it to IP's 
TC 
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IP's TC digitally signs warranty 
authorized and issued message and 
transmits it to SC 
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SC appends the signed warranty 
authorized and issued message to its 
digital signature and returns the signed 
transaction data to RC 
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RC prepares an OCSP request to 


validate certificate of IP's TC. 
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RC transmits request to RP for 


validation 
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RC receives validation response from 


RP 
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FIG. 3 (cont'd) 
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RC files warranty claim with RP 
by transmitting WCRequest 
message to RP's TC 
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RC provides affidavit and 
written documentation to RP 
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RP notifies IP and Root by 
transmitting WCNotification 
message to IP's TC and RP's TC 
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IP's WM acknowledge receipt of 
warranty claim by transmitting 
WCResponse message 
to RP via IP's TC 
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RP's TC forwards 
WCResponse message to RC 
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'checks warranty^ 
k claim amount and v 
expiration 
date 



Not 
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Satisfied 



Root's WM marks 
warranty as claimed 
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Root's WM release amount of claim 
from IP warranty cap utilization 
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Root places hold on 
IP collateral account 
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Root's WM acknowledges receipt and 

processing of claim by transmitting 
WCAck message to RP via Roofs TC 
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IPdetermines not to pay 
claim and parties proceed 
to dispute resolution 



IP determines to pay claim 
transfers sufficient funds to cover 
claim to RP for benefit of RC 
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FIG. 7 (cont'd) 
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FIG. 8 
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Collateral agent calculates collateral value 
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Collateral agent transmits 
calculated collateral value to Root 
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Root calculates IP collateral amount 
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Root 
calculates 
delivery or 
k return amount 



Return 
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IP request return of 
collateral with value 
no greater than return amount 



Delivery 
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IP deliver eligible collateral 
to collateral agent with value 
equal to delivery amount 



FIG. 9 



Warranty Manager 



Message Queue 

< --- > 



Warranty Manager 
Message Processor 
and Rules Engine 
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Message Element 


Data Description 


Restrictions 


Warranty ID 


Unique ID issued by Warranty Manager 230 R 


Alphanumeric. < 128 bytes 


Warranty Amount 


Numeric. With 5 decimal places. No comma. 
Decimal indicator must be 


> 500 equivalent USD 


Currency Type 


Three letter ISO currency code j 


Exactly 3 bytes from [A..Z] 


Alternate Amount & 
Currency Type 


Same as Warranty Amount and Currency Type 




Claim Period 


Enumerated Integer 


Defined by Root Entity 1 10 


Expiration Date & Time 


YYYYMMDDHHMMSSZ 


24 hour clock GMT 


Relying customer Name 
& Identifier 


Issuer serial number and subject serial number 
and other optional data 


< 2048 bytes 


Subscribing Customer 
Name & Identifier 


Issuer serial number and subject serial number 
and other optional data 


<2048 bytes 


Issuing Participant Name 
& Identifier 


Issuer serial number and subject serial number 
other optional data 


<2048 bytes 


Date and Time 
(Timestamp) 


YYYYMMDDHHMMSSZ 




Reflect Reason Code & 
Text 


Defined by Root Entity 1 10 


<1024 bytes 
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Warranty Id / 
Authorized & Issued 
Warranty 


Claim Amount & 
Currency Type 


Claim 
No. 


Date and Time 
(Timestamp) 


Message 
Code 
















1 


WCRequest 


XX 


XX 




XX 


X 






Only Warranty ID is used 
henceforth 










2 


WCNotifi- 
cation 


X 


X 


XX 


XX 


X 


2.1 


WCNotifi- 
cation 


X 


X 


X 


X 


X 


2.2 


WCResponse 


X 


X 


X 


XX 


X 


2.3 


WCResponse 


X 


X 


X 


X 


X 


3 


WCNotifi- 
cation 


x 


X 


XX 


XX 


X 




cation 


A 


Y 
A 


Y 
A 


A 


A 


3.2 


WCAck 


X 


X 


X 


XX 


X 


3.3 


WCAck 


X 


X 


X 


X 


X 


4 


WCResponse 


X 


X 


X 


X 


X 



Note: The message 2 & 3 are sent concurrently 

The message 4 is sent only after receiving both messages 2.3 & 3.3 

X - Indicates data items incorporated from a prior message 

XX - Indicates data items added/updated by the sender of the message 
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Message Element 


Data Description 


Restrictions 


Issuing Participant Name and ID 


Unique OID and Alphabetic name of 
Issuing Participant 


Alphanumeric. < 1024 bytes 


Validation count 


Unsigned Numeric Long Integer 


>0 


Period From/To 


YYYYMMDDHHMMSSZ 




TimeStamp 


YYYYMMDDHHMMSSZZ 
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